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SECURITY

Real-time Code Analysis Technology

Protects Against the New Cybercrime Wave

Motivated by financial gain, cybercriminals target blind spots in traditional Web security systems to ensure successful
attacks. They compromise legitimate websites, knowing that signature- and database-reliant technologies alone do not
protect against obfuscated malicious code, dynamic or Web 2.0-based attacks.

MB86 Security’s patented Real-time Code Analysis Technology removes these blind spots by scanning every piece of
incoming and outgoing Web content communicated over HTTP and HTTPS. It analyzes content in real-time, regardless
of its origin and without signature matching. As a result, crimeware and other malicious content is detected and blocked
before entering the corporate network—even when hiding in encrypted SSL traffic. M86'’s Real-time Code Analysis
technology is highly effective in identifying and blocking unknown, dynamic, and emerging rich Web threats.
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Uses an extensive set of graphs and views for
quick and accurate insight

e Supports Cisco WCCPV2 to ensure
interoperability with various Cisco systems

e External reporting and logging system provides
a flexible and scalable data analysis platform for
internal use, audits, and compliance requirements
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THE BUSINESS IMPACT OF CRIMEWARE

Organizations are becoming more dependent on the Web

for online business applications, access to information, and
communication with the public. This offers cybercriminals several
opportunities to inject and propagate malicious code invisibly.
Enterprises, corporations, organizations and governmental
agencies realize they need to adopt a security strategy that
protects their network systems and data from malicious content.

Professional hackers use sophisticated crimeware to evade
signature- and database-reliant security tools. More enterprises
realize that real-time code analysis is needed to face today’s
sophisticated Web threats.

M86 REAL-TIME CODE ANALYSIS TECHNOLOGY

M86 Vital Web Security Suite™ with real-time code analysis
technology achieves the highest rate of malicious code prevention.
The company’s Secure Web Gateway solution analyzes all

Web content in real time, regardless of its original source, and
understands its potential effects before it can execute. By
understanding the true intent of Web content, M86's real-time
code analysis technology detects and prevents crimeware despite
the propagation techniques and anti-forensics methods in use.
This prevents any malicious Web content from entering or exiting
the corporate network, thus protecting enterprises from crimeware
that could cause severe business damage.
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ABOUT M86 SECURITY

M86 Security is the global expert in real-time threat protection
and the industry’s leading Secure Web Gateway provider. The
company’s appliance, software, and Software as a Service
(SaaS) solutions for Web and email security protect more than
24,000 customers and over 17 million users worldwide. M86
products use patented real-time code analysis and behavior-
based malware detection technologies as well as threat
intelligence from M86 Security Labs to protect networks
against new and advance threats, secure confidential
information, and ensure regulatory compliance. The company
is based in Orange, California with international headquarters
in London and development centers in California, Israel, and
New Zealand. For more information about M86 Security,
please visit www.m86security.com.
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TRY BEFORE YOU BUY
M86 Security offers free product trials and evaluations. Simply contact us or visit www.m86security.com/downloads

Corporate Headquarters
828 West Taft Avenue
Orange, CA 92865

United States

Asia-Pacific

Millennium Centre, Bldg C, Level 1
600 Great South Road

Ellerslie, Auckland, 1051

International Headquarters
Renaissance 2200

Basing View, Basingstoke
Hampshire RG21 4EQ
United Kingdom New Zealand

Phone: +44 (0) 1256 848 080 Phone: +64 (0) 9 984 5700
Fax: +44 (0) 1256 848 060 Fax: +64 (0) 9 984 5720
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