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COMPRISED OF:

An all-inclusive license package

User-based license which includes all features

DEPLOYMENT OPTIONS:

On-site virtual server

Public cloud-managed instance

LICENSE OPTIONS:

Enterprise perpetual
T-year subscription
3-year subscription
5-year subscription
Education licenses

White Glove Service (remote deployment)

LICENSE INCLUDES:

Maintenance and support

Reporting
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Ruckus Cloudpath Enroliment System (ES) software is a security and policy
management platform that enables IT to easily and definitively secure the network,
secure users and secure wired and wireless devices

Cloudpath software consolidates and simplifies the deployment of multiple services
that are typically disparate and complex to manage: Certificate Management, Policy
Management and Device Enablement.

Cloud-managed deployment option
Multi-tenancy

User-based licensing, not device-based
Pre-boarding (remote automated onboarding)

Chrome extension to automate Chromebook onboarding
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In the Cloudpath architecture, new devices join the network via open SSID or

wired connection, at which point the user is redirected to the Cloudpath ES portal.
Cloudpath software authenticates and authorizes the user; then configures the device
with a certificate or a profile and secure networks. The software then moves the device
to the secure SSID or the secure wired network. The device authenticates using

the certificate or installed profile and Cloudpath software processes the RADIUS
authentication.

Devices may also enroll over the web; allowing users to activate devices at a
physically separate location. Devices then securely join the network when in its vicinity

Cloudpath is available as both an on-premises virtual instance or as a cloud-
managed deployment, each with equivalent functionality.
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Cloudpath ES software includes a built-in, comprehensive Certificate Authority (CA) that enables any IT department to create and manage its own
Public Key Infrastructure (PKI). A built-in RADIUS server and user database greatly simplifies installation and setup and helps in tying policies with
certificates. In addition to built-in capabilities, APIs and other mechanisms enable Cloudpath software to easily integrate with existing external CA,
RADIUS and user database infrastructures.

Cloudpath ES software provides IT with a simple, workflow-based policy management portal that can be used to establish granular policy-based
access control for all users and all devices. The policy engine identifies client and user privileges and applies the correct policies to each user and
each device. The software works together with policy enforcement points to ensure policies are properly exercised.

Cloudpath ES software makes possible portal-based, self-service onboarding for end users and their devices and further enables pre-boarding
for users and devices prior to their arrival at a given location. To ensure the network is properly protected, administrators can control which devices
are allowed to join the network and can ensure the requisite on-device enforcement, such as enabling a firewall, installing certain applications, or
updating anti-virus software.

Support for both “user” and ‘device” certificates

Certificates improve network security by replacing unsecure approaches: passwords, pre-shared keys and MAC authenticatior

Multiple certificate sources including built-in Public Key Infrastructure (PKI), Microsoft CA and InCommon
In multi-tenant mode, enables a unique CA for each tenant

Certificate Templates for tying policies and certificates

Devices connect over secure WPAZ2-Enterprise via 802.1x authentication with EAP-TLS, PEAP access methods
upports all wired and wireless de ncluding loT (headless) devices
Supports employees and guests as well as employee-owned, BYOD devices

Client Authentication Over—The—Alr Network Authentication
Encryption
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BYOD
Enroliment

AUP Accepted 11/1/2014

Bob Smith
Identity: Active Directory
Groups: BYOD-Enabled

Personal Device
Device Type: Nexus 7
OS: Android 4
Ownership: Personal

Policy: BYOD
I Expires: Nov1, 2015

Monitor AD Account Status
Notify 7 Days Before Expiration
Revoke if unseen for 14 Days
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Implement granular per-user, per-device policies such as VILANs and application-based a
forming network

)

Administrative portal allows IT to easily construct arbitrarily complex access policies
Via APIs, Cloudpath software easily and automatically integrates with policy enforcement points such as switches, firewalls and

content filters
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Chromebook certificate distribution using Cloudpath integrated PKI Chromebook certificate distribution using Cloudpath with Microsoft CA

© 2016 RUCKUS WIRELESS, INC.




RUCKUS CLOUDPATH ENROLLMENT SYSTEM

Security and Policy Management Platform

DATA SHEET

Cloudpath Enrollment System v5.0

Deployment options:

Cloud-managed (public cloud)
On-premises virtual (VMWare)

Redundancy and Multitenancy:

VVM-based Cloudpath ES can be deployed as a standalone
server or as a cluster both in active-active mode or as a star-hub
for data replication and redundancy.

Cloudpath ES provide a multitenant mode which enables MSPs
to host multiple tenants within the same system

Certificate Infrastructure (PKI):

Built-in Certificate Management System

Unique CA for every tenant within the multi-tenant mode.
Ability to connect to external PKI

Standalone or subordinate to integrate with existing PKI

Certificate templates that integrate with policy

Supports OCSP with automatic revocation

RADIUS:

Supports Dynamic VLANSs, ACLs, and more
Streamlined for EAP-TLS, PEAP and MAC Filtering
Built-in RADIUS server

Ability to connect to an external RADIUS infrastructure

RADIUS accounting

Onboarding:

Customizable self-service onboarding
Vendor neutral
Wired or wireless access

Supports BYOD, guests, IT assets & loT devices
Integrates with existing MDM and NAC products

Visibility and Reporting:
Per-device and per-user visibility and control
Association between user, device, certificate and policy

RADIUS accounting
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Authentication and Protocol:

802.1X (EAP methods: EAP-TLS, PEAP, DPSK)

Web authentication

Non-802.1X (mac-auth)

EAP-SIM configuration for iOS

Support HS2.0 R1and HS2.0 R2 via OSU (Online Signup Server)
Radius CoA

OAuth 2.0

DPSK configuration for Ruckus WLAN

User Identity Support:

Microsoft Active Directory
RADIUS via PAP

Any LDAP-compliant directory
OAuth 2.0 for Social login

Novell

Internal user database

Device Support:

Android 4.3 and higher

iOS (iPhone, iPad, iPod - Touch) 6.0 and higher
Chrome OS

Windows XP and higher

Mac OS X 10.7 and higher

Ubuntu 12.04 and higher

Fedora 18 and higher

Windows Phone 81

Blackberry

SMS and Email:

Native integration with Twilio and CDYNE
Ability to configure any custom SMS gateway
Built-in SMTP server or configure SMTP server
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SUPPORT INCLUDED)

Cloud
- CHOOSE NUMBER . CHOOSE SUBSCRIPTION
OF USERS DURATION
<1K | 1K-5K |5K-10K| 10K+ 1YR 3YR 5YR

On-Premises (VM)

CHOOSE SUBSCRIPTION STEP CHOOSE SERVER

DURATION

CHOOSE NUMBER
OF USERS

F3 LICENSE QUANTITY

1 LICENSE PER 20K USERS

User license quantity will dictate # of servers (1, 2, 4 & option to add more for scalability)
Separate list price for Education (worldwide

CHOOSE NUMBER CHOOSE SERVER STEP. CHOOSE SUPPORT

LICENSE QUANTITY

OF USERS

#3 DURATION

<1K | 1K-BK |5K-10K| 10K+ 1 LICENSE PER 20K USERS 1YR 3YR 5YR

1. Determine if you are looking for a cloud or on premise solution and if a subscription or perpetual license is desired.
2. Determine the number of users (not devices) in your environment including guests.
3. Choose the SKU that is most appropriate based on subscription duration and user count.

4. Add optional white glove service for remotely assisted deployment

RUCkUS

\ Simply Better Wireless.

-Inc. | 350 West Java Drive | Sunnyvale, CA 94089 USA| T: (650) 265-4200 | F: (408) 738




