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MISCONCEPTIONS
ABOUT DATA ENCRYPTION5

STORMSHIELD DATA SECURITY
The trusted solution for sensitive information 
Stormshield Data Security allows you to monitor the con�dentiality of sensitive or critical information while 
reaping the bene�ts of cloud-based collaboration in today’s mobile world.

Working together in total security is the key to your success.

In an increasingly competitive world, protecting your information is 
vital for your organization’s survival. 

Whether your data is sensitive information or confidential, (R&D 
innovations, sales or corporate strategies or critical information such as 
accounting data), it should be remembered that this information is the 
very essence of your business.

If you have an encryption solution in place no-one who is not 
allowed to access sensitive information, neither a malicious user nor 
a hacker, will be able to read it. 

There is no need for any specific knowledge. 

The user experience is enhanced due to the fact that 
Data Security naturally integrates with your standard 
Office tools (Outlook, Office suite, Sharepoint, etc.). 
The solution does not force users to change the way 
they work. 

Encrypt and decrypt files in a single click with no 
impact on productivity. 

Collaboration is the very essence of the Data Security solution. Share, exchange, 
modify and communicate data freely. 

The solution allows information owners to add external collaborators easily and to work 
with them in total peace of mind while maintaining the level of security established by 
the organization.

Ideal for business units that operate in project mode or for organizations with a 
very strong business-oriented approach. 

Imagine that a user leaves the 
company.  In order to take over his 
tasks, your coworkers will need to 
access his data. 

Several methods allow you to recover 
information:

Via escrow which allows you to 
extricate the user’s key and decrypt 
data.

By redefining the user’s key as the 
principle key and attributing a 
colleague’s profile.

Via a feature found in Stormshield 
Data Security, which is unique to the 
encryption market – recovery 
account for data decryption.

No data is lost – encryption does not 
cause data loss.

IT managers and Security Managers look to put information protection 
solutions in place that do not mean having to deploy a complex 
infrastructure and which do not require add-on solutions. 

Whether your company be a small or a medium-sized business with limited 
resources/IT skills, the solution is very easy to use and administer thanks to a 
user-friendly management interface.

If you are part of a large corporation, it doesn’t get any simpler – easy 
deployment through centralized administration facilitates management.

The centralized and simple management of identities and security enables 
setting up an information protection tool quickly.
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RESTRICTIVE SOLUTION 
Encryption? I just see it as an 
additional constraint with no 
advantages whatsoever.

#1

TOO COMPLICATED 
What a headache for my 
coworkers who have no idea what 
it’s about. 

#2

UNREADABLE DATA 
People I communicate with 
(internally and externally) will 
not be able to read the contents of 
what I am sharing with them!

#3

DATA LOSS
When a colleague leaves the 
company, will I no longer be able to 
access encrypted information on 
his workstation?

#4

IMPLEMENTATION
It is always complicated to 
implement in a working 
environment.

#5
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