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STORMSHIELD NETWORK

CENTRALIZED MANAGER
SIMPLIFY THE WAY
YOUR DEPLOYMENT IS MANAGED 

OPERATIONAL SIMPLICITY 
Keeping track of a network security infrastructure requires the implementa-
tion of procedures for supervising, maintaining and monitoring appliances. 
The features on Stormshield Network Centralized Manager help to save a 
considerable amount of time in the daily management of these operations.

Supervision is ensured by three levels of services: from the monitoring of 
the operational status to the alerts by e-mail.

Maintenance of appliances made easy thanks to the scheduling of tasks.

The centrally managed security policy ensures the automatic deployment 
of modifications over the whole appliance fleet.

A wealth of features allows defining a global policy while taking into account 
the specificities of each site.

GLOBAL DEPLOYMENTS MADE EASY  
Deploying a large number of security appliances involves a series of actions 
from the moment of purchase. Stormshield Network Centralized Manager 
manages appliances by taking into consideration their life cycles and by 
offering various types of services for each appliance status.

The upstream preparation of an appliance, integrated into the global policy 
framework, guarantees an operational configuration from the moment the 
appliance is plugged in.

Complex VPN architectures are simplified by the wizard, which automati-
cally calculates the configuration of every appliance.

ADMINISTRATION TOOL

Features 

�Centralized management of 
network security appliances 

�Supervision console with 
appliance position tracking 

�Possibility of automating the 
deployment of complex VPN 
architectures 

�Automatic deployment of secu-
rity policies 

�Management of administrator 
role granularity 

Advantages

Time saved on a daily basis 

�Central configuration point

�Several levels of supervision

�Real-time alerts 

�Meets MSSP requirements 
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SECURITY POLICY 
Centralization of the policy 
Global and/or specific policy 
Centralized object database 
Management of disparate objects 
Deployment of multi-domain policies 
Full policy definition

•	 IPS Firewall 
•	 Application Firewall 
•	 IPSEC VPN
•	 SSL VPN
•	 Content filtering (antivirus, antispam, URL)
•	 User base 
•	 Vulnerability risk management*

Automatic update of appliances 
Monitoring of deployed policies 
Alerts on local updates of the security policy 

SUPERVISION
General view of appliance statuses 
Synthetic view by group of appliances 
Information on appliance positioning 
Status of appliances 
Instantaneous alerts 
Viewing of security policies assigned to 
appliances 
Access to real-time events 
Real-time tracking of system and security 
indicators 
Graphs of appliance activity

•	 Several durations (day / week / month)
•	 Possibility of adding customized graphs 

MAINTENANCE OPERATIONS
Tracking of central and local modifications 
Scheduling of maintenance tasks
Automatic firmware upgrades

ADMINISTRATION TEAM
Management by group of appliances 
Restriction of access to appliances 
Restriction of authorized actions 
Management of access profiles 
Action traceability 
Co-management of appliances 

VPN ARCHITECTURE
Intuitive creation wizard 
Automatic deployment of configurations

Star, mesh and Hub & Spoke topologies 
Advanced configuration of traffic endpoints 
Integration of internal or external PKI 
Complex VPN architecture 

FLEET MANAGEMENT 
Different views according to your needs 

•	 Hardware information 
•	 License information 
•	 Implemented profiles 

Management of appliance life cycles 
Alerts on expiry dates 
Bulk appliance management

•	 Supply 
•	 Software version upgrades 
•	 Configuration updates 

INTEGRATION ENVIRONMENT 
Certified Stormshield Network Security CLI 
SNMP interface
Programming interface 
High availability of the platform 

COMPATIBILITY
Firewall NETASQ in version 8 and 9
NETASQ products: NG, U and VA series
Stormshield Network Security products: SN and 
VA series

* Requires the Stormshield Network Vulnerability 
Manager option 

Arkoon and Netasq, fully owned sub-
sidiaries of Airbus Defence and Space 
CyberSecurity, run the Stormshield brand 
and offer innovative end-to-end security 
solutions both in France and worldwide to 
protect networks (Stormshield Network 
Security), workstations (Stormshield En-
dpoint Security) and data (Stormshield 
Data Security). 

ABOUT

Phone
+33 9 69 32 96 29

The cost of a call may vary according to the country 
you are calling from and your telecoms operator.

E-mail contact page 

Non-contractual document. In order to improve the 
quality of its products, Arkoon and Netasq reserve the 
right to make modifications without prior notice. 

All trademarks are the property of their respective 
companies.
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