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Managed Web Application Firewall

Web applications are mission critical for

most organizations, but many are challenged Key Features of Managed WAF

to manage the security and compliance of ) .
Deployment and tuning of the WebDefend appliance

these applications. Further, the security threat

Continuous systems health monitoring

landscape 1S constantly changmg, Increasing an 24x7x365 event monitoring and alerting, and periodic

organization’s risk to breaches and data loss. log revieWiORIE

Tuning support for scheduled changes to protected

A Web Application Firewall (WAF) helps applications

organizations mitigate risk, as well as assist in Customer access to events and reports through the
. . . . MSS Portal

meeting certain Compllance requirements.

Advanced Web application security detection and

protection, including coverage of the OWASP Top 10

. e . . . Web application attacks

Simplified Application Protection:
Facilitates compliance with PCI DSS requirement 6.6

How Do We Do It?

Trustwave’s affordable, turnkey Managed WAF solution protects
against some of today’s security threats and helps you meet certain
requirements, such as the Payment Card Industry Data Security
Standard (PCI DSS).
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Trustwave security experts start by deploying Trustwave WebDefend,
which features advanced, patent-pending application profiling and
event correlation technology, in customer or hosted data centers.
Events from WebDefend are then delivered to Trustwave’s SAS-70
compliant Security Operations Center (SOC), where our security
experts use Trustwave’s award-winning SIEM technology to analyze
protected Web application traffic in its organizational and Internet-
wide context. This analysis is used to spot attacks and quickly ST e
understand and adapt to changes. s o [ s | [ i [ i | ]
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WebDefend® + Managed Security Services =
Efficient, Thorough Coverage

Trustwave WebDefend =

Award-winning Trustwave WebDefend is a highly scalable Web
application firewall that provides real-time, continuous security against

attacks and data loss with the assurance that your Web applications Unparalleled protection against the loss of sensitive information
operate as intended and are compliant with industry regulations.
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Only WebDefend uses a patent-pending profiling system and multiple,
collaborative detection engines to ensure the flow of mission-critical
traffic while supplying complete protection for applications to keep
your confidential information safe from targeted attacks.

WebDefend is integrated with our award-winning Trustwave SIEM,
which serves as the nerve center to our Unified Security approach by
correlating and consolidating attack information from many sources
beyond Web applications to deliver simplified security and faster
response to threats.



Key Benefits

Provides unparalleled protection against the loss of sensitive
information.

Visibility
Patent-pending profiling system and collaborative detection engines
ensure the protected flow of your mission-critical traffic and offer the

industry’s only correlation of inbound and outbound events and help to
maintain application integrity.

Lowest Total Cost of Ownership

Features automatic and continuous profiles of your Web applications
that deliver maximum security with minimal management overhead.

Flexibility

Because it is easy to use, security events and vulnerabilities can be
identified with an intuitive console that provides a single point of
configuration and monitoring in either an on premise appliance or
as a managed security service that provides 24x7 analysis from our
Trustwave experts.

Response

Trustwave Managed Security Services
(MSS)

Trustwave MSS protects your key information assets and helps
lower the costs associated with cloud-based information security
management, monitoring and support for any type of organization,
from Fortune 500 businesses to start-up companies.

Trustwave MSS solutions are supported by our SOC 24x7x365. And,
using our secure Web portal, you can view your real-time system
status and configuration, submit and track change requests and
trouble tickets, generate custom reports, view archived reports and
access our list of frequently asked questions (FAQ).

Minimize Risk with Application Security
Life Cycle Solution

Trustwave 360 Application Security program ensures security is at the
very foundation of software development and ongoing operations by
providing a market-leading, wide range of services and technologies
to protect critical applications and sensitive data, including: secure
development training, application penetration testing, application
code review and our Web application firewall solutions - delivering

a holistic approach to secure applications.
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Using bidirectional traffic analysis, automated behavioral
profiling and multiple collaborative detection engines,
WebDefend identifies Web application issues that can
affect security, functionality and availability.

Trustwave is a leading provider of compliance, Web, application, network and data security solutions delivered through the cloud, managed
security services, software and appliances. For organizations faced with today’s challenging data security and compliance environment,
Trustwave provides a unique approach with comprehensive solutions that include its TrustKeeper® portal and other proprietary security
solutions. Trustwave has helped hundreds of thousands of organizations — ranging from Fortune 500 businesses and large financial
institutions to small and medium-sized retailers — manage compliance and secure their network infrastructures, data communications and

critical information assets. Trustwave is headquartered in Chicago with offices worldwide. For more information: https://www.trustwave.com.
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